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FOR SECURITY & RISK PROFESSIONALS

WHY READ THIS QUICK TAKE

On June 4, the United States Office of Personnel Management (OPM) disclosed a cybersecurity incident 
affecting at least 4 million individuals, whose personally identifiable information (PII) may have been 
compromised. This intrusion is just one of many breaches that US federal agencies have experienced since 
the humiliating Edward Snowden National Security Agency (NSA) leak in June 2013. US Federal agencies 
have been under a sustained cybersiege since that time. The breach of OPM is particularly alarming 
given that OPM is effectively the human resources department for the federal government and also 
handles security clearances. In this report, we provide security and risk (S&R) professionals with a short 
background on the US federal government’s recent string of breaches and provide 12 practical lessons that 
they can use to better protect their customers and their agencies.

US FEDERAL GOVERNMENT CYBERSECURITY FAILS TO DELIVER YET AGAIN

Investigators are currently trying to determine if the OPM cyberattackers were able to gain access to the 
SF-86 forms used for security clearance background investigations. OPM conducts 90% of all background 
investigations for the federal government. The SF-86 forms include a wealth of personal data that state-
sponsored agents and other cybercriminals can use to conduct further cyberattacks as well as blackmail 
individuals into providing classified information.1 The inspector general at OPM issued a November 
report that described the agency’s computer security system as a “Chinese hacker’s dream.”2 Unfortunately, 
the warning didn’t give the agency nearly enough time to make any significant improvements. The OPM 
breach is not an isolated incident; it has been a painful two years for the US government — there have 
been at least a half-dozen major security incidents, some of which US officials have publicly linked to 
specific countries, if not always directly to the government of those countries:

■ Edward Snowden leaks a treasure trove of classified NSA data. On June 5, 2013, The Guardian 
published the first of a series of reports based on classified NSA data downloaded by former Booz-
Allen contractor Edward Snowden. The most explosive story is the revelation that the NSA conducts 
mass surveillance of US citizens’ private phone calls, among other surveillance activities. Former CIA 
Director Michael Hayden said the leaks could be “the most serious hemorrhaging of American secrets” 
ever.

■ Hackers linked to China breach OPM… In March 2014, hackers broke into OPM networks in an 
attempt to exfiltrate information about security clearances. Federal authorities linked the hackers 
to China but not to the government, and while they claimed to have blocked the hackers from the 
network, given the eventual theft of 4 million records in 2015, this might not have been the case.3
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■ …and the Government Printing Office and the Government Accountability Office. In March 
2014, intrusions of both the Government Printing Office and the Government Accountability 
Office were detected. These attacks occurred at the same time as the first OPM intrusion.4

■ Suspected Chinese hackers breach the US Postal Service (USPS). On November 10, 2014, the 
USPS confirmed an intrusion into its network that resulted in the compromise of the data of 
more than 800,000 employees. China was suspected to be behind the attack.5

■ Russian hackers compromise the State Department’s email. On Monday November 17, 2014, 
the US State Department said that its unclassified email systems were compromised a month 
earlier.6 Investigators attributed the intrusion to Russia. Three months after the initial intrusion, 
the State Department was still unable to eradicate the effects of the attack.7

■ Chinese hackers breach the NOAA website. On November 12, 2014, the National Oceanic and 
Atmospheric Administration (NOAA) confirmed that Chinese hackers had breached four of its 
websites.8

■ Russian hackers compromise President Obama’s unclassified email. The same Russian 
attackers that breached the State Department on November 17, 2014 compromised the White 
House’s email system roughly a month later.9

Government Agencies Will Continue To Be Prime Targets For Hackers

Nation-states and state-sponsored agents perpetrate cyberattacks against each other for a host of 
reasons: political gain, military advantage, economic edge, retaliation, and embarrassment. S&R 
pros working for government agencies must realize that cybersecurity has become a permanent tool 
in geopolitical maneuvering. As a result, S&R pros must expect hackers to:

■ Target critical infrastructure. In the US and other countries, government agencies are vital 
to the delivery of critical infrastructure. As nation-states jockey for position, attempt to assert 
themselves, and create spheres of influence, the need to plan for a potential confrontation will 
include the enumeration of a potential adversary’s strengths and weaknesses. As in any major 
conflict, the destruction of strategic assets is a primary goal of the attacker. Short of destruction, 
weakening the effectiveness of these assets is the goal.

■ Compromise government personnel. The US government has a pattern of downplaying the 
attacks on its agencies and departments. However, consider the impact the theft of personal 
data when it comes to espionage. If China truly acquires security clearance personnel data, this 
creates an enormous counterintelligence challenge for the United States. Chinese spymasters 
would be armed with valuable data that could be used to coerce Americans into spying for 
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China. Imagine how much more effectively an adversary can solicit US intelligence officers for 
recruitment when the hostile power knows their vulnerabilities — such as financial or marital 
problems, medical issues, and psychological traits.

■ Conduct reconnaissance and enumeration. The activities by nation-states to enumerate the 
US government’s networks and systems are a prime example of intelligence preparation for the 
battlefield. This will continue as nation-states seek the upper hand in any future conflicts.

Agencies Will Struggle If S&R Pros Focus On FISMA Compliance, Not Security . . .

Compliance to the Federal Information Security Management Act (FISMA) is not enough to protect 
personal and confidential data. Like other breached agencies, OPM had been adhering to the FISMA 
guidelines, and the last audit noted several security concerns. The auditors called the lack of valid 
authorizations “alarming,” and OPM’s remediation of that finding was to hire more security staff to 
get the documentation done.10 OPM’s FY2015 congressional budget justification document noted 
that it planned to centralize security and to staff it with the appropriate security skills, presumably to 
fill the documentation gaps outlined in the audit results for 2014. The strategic plan for 2015 shows 
an agency in the throes of huge changes.11 The modernization of the department’s systems and the 
push to integrate those systems with the HR departments of every other federal agency overtook the 
pace at which security could keep up. Many security projects lacked a consistent security approach, 
as well as adequate staff or funding.12

Those responsible for cyberpolicy within the current administration and those S&R leaders 
responsible for departmental-level security must accept that:

■ Compliance-based security strategies don’t work. The recently adopted NIST Cybersecurity 
framework, for example, is neither a framework nor a strategy. It represents a hodgepodge 
of old, failed ideas heaped together into a single deck of cards and then reshuffled in a classic 
sleight-of-hand trick to distract the public from the fact that nothing actually changed.13

■ In-depth audits won’t help, either. A knee-jerk reaction to the breach is to audit the agency 
with larger scopes, demand more evidence, and give shorter timelines between audits. However, 
auditing to the FISMA standards has not proven to be very effective in finding the technical 
vulnerabilities or failures that lead to these sorts of exposures. It also fails to find the real reason 
there are systemic failures in agencies that are leading to these types of breaches.

■ Given today’s operational realities, governments must rethink security standards. 
Technology security budget cuts, requirements for modernization projects, and a mandate to 
share data across agencies are all part of a larger problem. It’s time for the federal government to 
rethink its approach to required standards and align those standards to the operational realities 
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of highly connected, fast-paced, and sensitive environments, and it’s time to modernize their 
assurance activities and audits for continual improvement in the security department of federal 
agencies.

. . . And If They Don’t Change, The Results Could Be Disastrous

If breaches of this magnitude continue unabated, it could have disastrous results for both federal 
agency employees and the agency’s customers. Undesirable outcomes could include:

■ Hastening the flight of talent to the private sector. The federal government has some unique 
challenges when it comes to recruiting and retaining qualified staff. Unhappy or disenfranchised 
cybersecurity staff could emigrate to private sector jobs that pay significantly higher and lack 
the amount of bureaucracy associated with government employment.

■ Weakening the public’s already tepid interest in digital government. Even before these 
high-profile breaches, Americans’ distrust of federal information security affected their interest 
in digital government. In a Forrester survey, only 41% of US online adults said that federal 
agencies should focus on offering more digital services. Even worse, just 35% trusted the federal 
government to keep their personal data secure. The public’s distrust even hurt their enthusiasm 
for digital government initiatives that promise big boosts in convenience: Nearly half of online 
Americans who weren’t interested in federal mobile apps offering location-based services or a 
single sign-on credential for federal digital services named information security and privacy 
concerns as a reason.14

■ Slowing the rollout of new federal digital services. Thanks to help from 18F, a digital 
services group that helps agencies build customer-centric digital experiences opened up by the 
General Services Administration (GSA), and the US Digital Service (USDS), federal agencies 
have increased the speed at which they roll out new digital services.15 That trend is about to 
end. Spooked by high-profile cybersecurity incidents, federal program managers will slow 
development of new digital services in order to re-evaluate their security. Enthusiastic staffers 
at 18F and the USDS may bristle at the delays, worsening the tensions that already exist between 
these agile digital workshops and their more cautious agency partners.

NO ONE WILL BE IMMUNE FROM THE REPERCUSSIONS OF A CYBER COLD WAR

No one is immune from the implications of nation-states battling for influence across the globe. As 
geopolitical conflict continues in regions like the South China Sea, the Ukraine, and the Middle 
East, your firm will inevitably experience cybersecurity threats and incidents of a political nature. 
Hackers will target some organizations directly, while others might be innocent bystanders caught in 
the crossfire. You might not think you’re a nation-state target, but you should be worried if you:
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■ Provide a critical service for a government agency. No matter the size of your firm, if you’re in 
the supply chain of a government agency, or even of a defense contractor, you’re a prime target. 
As the US Transportation Command intrusions demonstrate, nation states will target the supply 
chains of their adversaries.16 Directly attacking a military command could be far more difficult 
than gaining access through a much less secure business partner.

■ Share data with the US government. As partner governments share data, it’s reasonable to 
assume that similar security controls, or lack of them, could be in place elsewhere — exposing 
others to similar attacks. If hackers can breach a US federal agency, in what appears to be a very 
targeted and specific attack, then there is nothing to say that hackers aren’t already in similar 
networks in other government institutions.

■ Have valuable data that hackers can monetize. This breach affects more than just the federal 
government; commercial originations should also be concerned — and not just in the US. 
Any breach of this nature has implications far and wide. The type of data obtained could be 
used as a component in advanced phishing attacks aiming to contact or infiltrate commercial 
organizations worldwide.

■ Are simply collateral damage. Given the level of surveillance occurring around the world, 
government agencies could sweep up your data without your knowledge and then, ironically, 
have that data stolen by an adversary that attacks and compromises that same government 
agency. Despite the passage of the Freedom Act, the US government, and governments globally, 
will still see corporate data as an important asset in the growing cyberbattle.17 Governments 
caught in battle between nation states, companies of all sizes, vertical industries, and places of 
operation are active targets for nation state and cyberterrorist activities.

RECOMMENDAT I O N S

PAY ATTENTION TO THE RISKS, NOT THE REGULATORY REQUIREMENTS

Unfortunately check-box compliance has become a ceiling and not a floor. Minimum efforts to meet 
misguided compliance requirements are not sufficient for building resilience against targeted attacks. 
To build resiliency against future attacks like the OPM intrusion, S&R pros must: 

1. Appoint a chief data officer or data champion. There must be someone in your 
organization incentivized to look at the business value, strategic usage, and governance of 
your data. For many organizations today, this means appointing a chief data officer (CDO). 
For those not ready to make the step to a CDO, appoint a data champion who will look at 
the data in a new, strategic way.18
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2. Treat protecting data as a social responsibility. There are so many breaches occurring so 
rapidly that we sometimes forget that behind each stolen record is an individual who could 
experience harm. This is why data-focused security is a moral imperative.

3. Monitor for data access and exfiltration. Attackers who bypass perimeter controls 
become “trusted insiders” in most organizations because the internal network is trusted 
and unmonitored. Deploy network analysis and visibility (NAV) tools to gain insight into 
how traffic is traversing your entire network.19

4. Use encryption where possible. Encryption covers a multitude of sins. You can make 
mistakes in other areas of your security program, but encrypted data is an important type 
of data loss prevention. Encrypted data, in the absence of its keying material, is not data at 
all, but just an unintelligible jumble of zeros and ones that are not typically subject to data 
breach laws.20

5. Develop a strategic data security program. Many organizations focus on network and 
device protection because they don’t know anything about their own data. Discovering and 
classifying your data is a priority. You cannot protect the invisible.21

6. Build out a data and access governance strategy. Unlimited access to data and 
applications for those who don’t need access is a key contributing factor to greater-than-
necessary attack surfaces. Least privileges in data access reduce the number of people and 
credentials that can have access to a specific data set and thus will reduce the attack surface 
for cybercriminals trying to gain unauthorized access. Periodic recertification of users’ 
access to application entitlements and (sensitive) data in a planned access governance 
framework will ensure the above.22 Access governance should also cover privileged users’ 
and database administrators’ access.

7. Build an employee-centric data breach notification and mitigation plan. After a data 
breach that involves the identity theft of employees, employees will lose confidence, 
productivity will suffer, and attrition will result. Given the expense and effort involved 
in recruiting and hiring new people, don’t let a data breach be the last straw that causes 
key employees to leave. This means that organizations should build a mitigation plan 
that expands beyond the obligatory credit monitoring to include other personalized 
services like dedicated legal and financial advisors to help employees manage identity theft 
related issues, retention bonuses, additional identity theft insurance benefits, and flexible 
scheduling.

8. Use real identity intelligence solutions to detect behavioral anomalies. Manually 
creating rule sets to detect anomalies based on log files in applications, network equipment, 
and databases will not succeed in detecting and preventing a breach. Solutions such as 
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BAE Applied Intelligence, SAS CyberSecurity, RSA Web Fraud Management, and others 
will build known good behavior baselines on the network, in application logs, and in 
clickstreams on web servers and allow S&R professionals to detect and prevent breaches.

9. Build out a privileged identity management strategy and technology portfolio. Forrester 
estimates that 70% to 80% of data breaches involve the use of privileged and administrative 
passwords and credentials (Unix root and Windows Administrator passwords). Keeping 
static values of these passwords in spreadsheets, yellow stickies, or, for application-to-
application communication, in configuration files, is not only violating compliance 
mandates and requirements but is a ticking time-bomb which will be detonated in a breach 
situation. For moving between systems and environments in the victim’s environment and 
to access and exfiltrate sensitive data, hackers have to use privileged passwords.23

10. Identify employees with current or expired clearances. If you are in the private sector, find 
out if any of your employees have or previously had a clearance that was investigated through 
OPM. Make sure that employees are aware that foreign intelligence services may attempt 
to recruit them in hopes of gaining unauthorized access to sensitive or classified data or 
technology.. Be supportive of staff that may be coerced by foreign intelligence agencies and be 
ready to report recruitment activity to agencies like the Defense Security Service or the Federal 
Bureau of Investigation.

11. Stay abreast of geopolitical events that might affect your business. You can’t keep you 
head in the sand when it comes to global events and politics. It’s key that you understand 
the cyberimplications of political unrest and nation-state conflicts. Leverage a provider like 
Stratfor or Wikistrat to stay current on events and implications.

12. Make use of OSINT tools. In most cases, geopolitical conflict doesn’t just happen, it builds 
over time. There are services and tools that you can use to anticipate the implications from 
these events. Use open source intelligence (OSINT) offerings from companies like Cyveilance, 
Digital Shadows, and Recorded Future to scour the Internet, deep web, and dark web looking 
for indications and warnings of an event that will impact your business.

ENDNOTES
1 Source: “Feds Looking Into Whether Hack of US Government Affected Private Citizens Too,” ABC 

News, June 7, 2015 (http://abcnews.go.com/US/feds-hack-us-government-affected-private-citizens/
story?id=31600958).

2 The inspector general at the OPM issued a report in November that described the agency’s computer 
security system as a Chinese hacker’s dream. Source: David Sanger, Julie Hirschfeld Davis, and Nicole 
Perlroth, “U.S. Was Warned of System Open to Cyberattacks,” The New York Times, June 5, 2015 (http://
www.nytimes.com/2015/06/06/us/chinese-hackers-may-be-behind-anthem-premera-attacks.html).
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U.S. Office of Personnel Management, November 12, 2014 (http://www.opm.gov/our-inspector-general/
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When asked why they were disinterested in federal mobile apps that tailor safety and government services 
information to the user’s location, about 40% of respondents said that they either “don’t want the federal 
government to have access to my location” or “I think location-based services are a violation of privacy.” 
When asked why they were not interested in a single-sign-on credential for federal digital services, over 
40% of respondents said that they either “[think] the US federal government already tracks enough 
personal information” or “don’t trust the US government to keep my personal data safe and secure.”

In this report, we used an abbreviated version of the single-sign-on question to minimize visual clutter. 
The complete version of the question is the following: “How interested would you be in being issued an 
electronic ID number? This ID would be secured and issued by the US federal government and would not 
be your social security number or tied to your social security benefits. The electronic ID might allow you 
to register and log into services like online voting, public transportation, public utilities, as well as certain 
consumer websites (e.g., The New York Times, your cell phone provider, your healthcare provider).”

For more detailed findings from the survey and advice on how to overcome the public’s skepticism, see the 
“Washington Must Work Harder To Spur The Public’s Interest In Digital Government” Forrester report.

15 18F is named for its location in GSA headquarters at 18th and F Streets in Washington, D.C. 
Organizationally, 18F sits within the GSA’s Office of Citizen Services and Innovative Technologies (OCSIT). 
Source: GSA (https://18f.gsa.gov/).

16 Source: Ros Krasny, “Chinese hacked U.S. military contractors: Senate panel,” Reuters, September 18, 2014 
(http://www.reuters.com/article/2014/09/18/us-usa-military-cyberspying-idUSKBN0HC1TA20140918).

17 For more information, see the “Quick Take: The Patriot Act Is Dead. Long Live The Patriot Act” Forrester 
report.

18 For more information, see the “Know Your Data To Create Actionable Policy” Forrester report.

19 In today’s threat environment, the network perimeter has disappeared. Insiders are as insidious a threat as 
outsiders. In the past, the “trust but verify” model did not facilitate insight into internal and nontraditional 
threats. Forrester’s new Zero Trust Model of information security demands that organizations know what 
types of activities take place on their internal network as well as their external network. To learn more, 
see the “Pull Your Head Out Of The Sand And Put It On A Swivel: Introducing Network Analysis And 
Visibility” Forrester report.

20 As cybercriminals have become more skillful and sophisticated, they have eroded the effectiveness of 
our traditional perimeter-based security controls. The constantly mutating threat landscape requires new 
defensive measures, one of which is the pervasive use of data encryption technologies. In the future, you 
will encrypt data — both in motion and at rest — by default. This data-centric approach to security is a 
much more effective way to keep up with determined cybercriminals. By encrypting, and thereby devaluing, 
your sensitive data, you can make cybercriminals bypass your networks and look for less robustly protected 
targets. Encryption will become a strategic cornerstone for security and risk (S&R) executives responsible 
for their organization’s data security and privacy efforts. To learn more, see the “Kill Your Data To Protect It 
From Cybercriminals” Forrester report.
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21 For more information, see the “The Future Of Data Security: A Zero Trust Approach” Forrester report.

22 Role management and access recertification has moved to center stage for security and risk (S&R) 
professionals, business, and auditors. It provides higher security because it provides a better understanding 
of who has access to what and why; thus, fewer people accumulate privileges during their tenure at the 
company. It also provides greater savings because of IT administration automation and reduced costs of 
audit findings remediation. For more information, see the “The Forrester Wave™: Role Management And 
Access Recertification, Q3 2011” Forrester report.

23 The privileged identity management (PIM) market has matured significantly during the past three years, 
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For more information, see the “The Forrester Wave™: Privileged Identity Management, Q1 2014” Forrester 
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